RESOLUTION NO. 16-19

A RESOLUTION AUTHORIZING THE CITY MANAGER TO SIGN AN
AGREEMENT WITH THE MISSOURI CENTER FOR PATIENT SAFETY
FOR THE PURPOSE OF CONTRIBUTING INFORMATION GATHERED
FROM THE AMBULANCE SERVICE OPERATED BY THE PUBLIC SAFETY
DEPARTMENT.

WHEREAS, professional associations affiliated with emergency medical services have been
pursuing a quality assurance process to collect data from multiple emergency medical services
agencies for the purpose of review, analysis, and improvement of in the delivery of emergency
medical care; and

WHEREAS, the Missouri Center for Patient Safety was established in 2005 and became one
of the first federally-listed patient safety organizations in 2008; and

WHEREAS, providing information gathered from the City’s Public Safety Department’s
ambulance service to the Missouri Center for Patient Safety will not identify specific individuals and
will further the efforts to reduce errors and mistakes in treating patients by providing valuable
information to a state and national database that will further efforts in improving patient safety
nationwide; and

WHEREAS, the City Council desires that the Public Safety Department join several other
emergency medical service providers in providing information to the Missouri Center for Patient
Safety to improve the quality of patient care.

NOW, THEREFORE, BE IT RESOLVED BY THE COUNCIL OF THE CITY OF
GLADSTONE, MISSOURI, AS FOLLOWS:

THAT, the City Manager of the City of Gladstone, Missouri, be and is hereby authorized to sign an
agreement with the Missouri Center for Patient Safety to provide information for the purpose of
improving the quality of patient care in medical services.

INTRODUCED, READ, PASSED, AND ADOPTED BY THE COUNCIL OF THE CITY OF
GLADSTONE, MISSOURI THIS 28" DAY OF MARCH 2016.

=i

W 5 J“M Mayor ]gill Garnos

Ruth Bocchino, City Clerk
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MJH 16-16

Memo

To: Kirk L. Davis, City Manager V
From: Chief Michael J. Hasty, Director of Public Safew

cC:  Scott Wingerson, Assistant City Manager
Deputy Chief Robert M. Baer, Police Field Services Division Commander
Captain Jeffrey R. Self, Investigations Division Commander
Division Chief Sean Daugherty, Fire/EMS Division Commander
Sergeant Robert Hays, Acting Support Services Division Commander
Ruth Bocchino, City Clerk

Date: March 24, 2016

Re: MARCH 28, 2016 - CITY COUNCIL MEETING AGENDA ITEMS

Two items appear on the Monday, March 28, 2016 City Council Meeting Agenda that were
presented to the City Council at their Study Session on Monday, March 14, 2016. The City Council
heard a presentation on Patient Safety Organizations and the recommendation from the Public
Safety Department to enter into an agreement with the Missouri Center for Patient Safety (MOCPS)
to provide them with data concerning mistakes and errors in patient care in the operation of the
department's ambulance service. A resolution authorizing you to sign an agreement with the
MOCPS will appear on the Monday, March 28, 2016 City Council Meeting Agenda.

At the same Study Session, the City Council heard an update on the HEARTSafe Community
program from Paramedic/Firefighter Patrick Farrens. The presentation included a recommendation
the city adopt an ordinance requiring the registration of Automatic External Defibrillators (AEDs)
through the Mid America Regional Council (MARC). An ordinance regarding registration of AEDs
will also appear on the City Council Agenda on Monday, March 28, 2016.

® Page 1



CENTER FOR PATIENT SAFETY PSO PARTICIPANT AGREEMENT

¢ \Cjnter for

Patient Safety
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AGREEMENT
PATIENT SAFETY ORGANIZATION (PSO) PARTICIPANT

This agreement, dated March 28, 2016 reflects the PSO relationship between the Center for
Patient Safety (CPS) and City of Gladstone-Fire/EMS.

I. BACKGROUND

1. The Organization desires to participate with a Patient Safety Organization (PSO) certified
by the Agency for Healthcare Research and Quality (AHRQ) pursuant to the Patient
Safety and Quality Improvement Act of 2005 (PSQIA) and its Final Rule. (These are
described in Exhibit 1.)

2. CPS provides such services.

3. All of Organization’s activities related to this agreement are undertaken voluntarily, and
Organization can decide what data to report. The parties recognize that the value of the
projects undertaken in relation to this agreement will depend on the quality and the
quantity of data provided by Participants (including Organization) to CPS.

II. THE CENTER FOR PATIENT SAFETY AGREES:

1. It will maintain its certification as a listed PSO and will develop and implement policies
and procedures to comply with AHRQ's requirements for listed PSOs, as specified in the
relevant law described in Exhibit 1.

2. CPS will be a business associate of Organization, and the parties will enter into a
Business Associate Agreement (BAA) that complies with the Health Insurance Portability
and Accountability Act (HIPAA), the HIPAA privacy rule and the Health Information
Technology for Economic and Clinical Health (HITECH) Act as they may apply. A
proposed BAA is attached as Exhibit 4.

3. If CPS discloses any information that has been provided to it by any Participants, it will
only share de-identified and/or aggregated information, as allowed by the PSQIA and

the Final Rule.

III.ORGANIZATION AGREES:
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1. It will submit data relevant to the program in which it is participating (as documented by
Exhibit 2).

2. Organization will develop and implement policies that are compliant with the PSQIA, the
Final Rule, and AHRQ's requirements to preserve the confidentiality of its work product
and any confidential information provided to it by CPS. CPS will provide policy
templates.

3. Organization will train its staff regarding the confidentiality of the work product
protected under the PSQIA. Staff members who work with confidential information will
sign a confidentiality agreement. CPS will provide training materials and a template

agreement.

4. Organization will designate a contact person to interact with CPS on activities related to
this agreement. If the designated contact person changes, Organization will notify CPS
in writing of the change.

5. Organization will provide a list (using Exhibit 3) of any Affiliated Providers that will be
included under this agreement.

6. If Organization works with more than one PSO, it will notify CPS, including the identity,
of the other.

7. Feedback from CPS to Organization is advisory only, and any subsequent decisions made
or actions undertaken are the responsibility of Organization.

IV.REQUESTS FOR PROTECTED INFORMATION

1. If either party receives a request for protected information, it will notify the other party
and will assert all relevant privileges under the PSQIA. The parties will communicate
with each other regarding any decision to disclose potentially protected information.

2. The Organization will have primary responsibility for defending the privilege and
confidentiality protections in cases where it or its affiliated providers are a party and/or
are the subject of an investigation. In other cases, the parties will confer as to the
appropriate responsibility. CPS will make resources and expertise available to support
Organization’s efforts under this paragraph.

V. INSURANCE AND INDEMNIFICATION

1. Both parties and their relevant affiliates will maintain at least $1 million per occurrence
and $1 million aggregate coverage for each of these: general, professional and D & O
liability.
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2. Each party shall be responsible for (and hold the other harmless from) any claims and
expenses, including reasonable attorney’s fees, that result from any liability arising from
that party’s acts or omissions.

VI.TERM AND TERMINATION

1. This agreement begins on the effective date and will automatically renew for successive
3-year periods unless either party notifies the other of its intent not to review at least
thirty (30) days prior to the end of the current term. CPS will notify Organization at least
sixty (60) days before the end of the contract term about changes to fees. Fees are
based on level of participation, described in Exhibit 2. Organization agrees that fees paid
to CPS, or on behalf of Organization, are in consideration for provision of services
identified in this agreement.

2. Either party may terminate the agreement on ninety (90) days written notice to the
other party.

3. The agreement will terminate automatically on any of the following occurrences:

a. CPSis de-listed as a PSO by AHRQ. In that case, CPS will comply with all
requirements of the PSQIA and the Final Rule regarding Organization’s
information.

b. Either Party is dissolved or loses its status as a corporate entity or is deemed
insolvent.

4. Each party will bear the obligations outlined in the PSQIA and the Final Rule with respect
to confidential information upon termination.

VII. OWNERSHIP AND WORK PRODUCT

1. Organization owns all identifiable patient safety work product (PSWP) and other
identifiable information it submits to CPS.

2. CPS owns all aggregate and non-identifiable information it has developed.

VIII. MISCELLANEOUS

1. Any notice given by one party to the other shall be in writing. Unless sent by mail, it will
be deemed given on receipt, but if mailed, on the third day after receipt or when
actually delivered.

2. This agreement, together with Exhibits 1,4 continues the entire agreement between the
parties. Any amendments shall be in writing.
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Effective Date: March 28th, 2016

PARTICIPANT
“-"—'—'——-a

SIGNATURE a’

“’f\ml%ﬁfraﬂ C,Tar&-}nen ﬁ%ﬁl’( \NIN 6ERS o
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DATE SIGNED =
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EXHIBIT 1
LEGAL REFERENCES

The agreement between Organization and the Center for Patient Safety is based on the
provisions of the Patient Safety and Quality Improvement Act of 2005 (Patient Safety Act, Pub. L
109-41). The Act amended Title IX of the Public Health Service Act (42 U.S.C. 299 et seq.) by
inserting a new Part C, sections 921 through 926, which are codified at 42 U.5.C. 299b-21
through 299b-26.

The Agency for Healthcare Research and Quality issued the final Patient Safety Rule, which is
codified at 42 CFR Part 3.

Both can be easily accessed in PDF form at https://www.pso.ahrq.gov/legislation.
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EXHIBIT 2
PATIENT SAFETY ORGANIZATION (PSO) SERVICES AND PROGRAM PARTICIPATION

The broad aim of this program is to improve the quality and safety of EMS care by providing a
confidentially protected space for EMS providers to conduct their quality and patient safety
activities through participation with a federally-designated Patient safety Organization; to learn
from their errors; and establish a culture of safety within each participating agency and
throughout the EMS industry. By executing this agreement, the Participant and applicable
Affiliated Providers agree to meet expectations of the program described below, in order to
receive the full benefits of the program.

The program is funded for Missouri ambulance services as a benefit from the ground
ambulance provider tax program, administered by the Missouri EMS Agent Corporation. This
funding does not have an end date, but is subject to change over time. In the event this funding
source ends, a revised Agreement with fee provisions would be made available to Participant
as well as options to impose termination processes described in Article VI of the Agreement.

1. STANDARD CENTER FOR PATIENT SAFETY (CPS) PSO SERVICES

Organization will have access to standard CPS PSO services. The Standard PSO Services
include the following:

e A secure, confidential data platform, the ShareSuite, to enter data.

e Access to the CPS exclusive PSO resources, including education and training,
password-protected web site with PSO resources, a ShareSuite User Guide, PSO
Toolkit containing témplates and PowerPoint templates to assist in PSO
implementation at your organization.

e Participation in other networking, sharing and learning events among CPS PSO
participants, with specific EMS content.

e One-on-one consultation from experts in patient safety for PSO reporting and other
patient safety topics.

e Access to national patient safety sharing and networking opportunities, including
regional and statewide data collection and learning.

e PSO and patient safety activities with a network of providers across the continuum of
care, including ambulatory, long term care, ambulance services and hospitals.

e Federal legal and confidentiality protections for designated quality and safety
improvement work.
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2. PARTICIPANT EXPECTATIONS

s Collaborate with CPS to meet mutually agreed upon PSO onboarding timelines.

» Participate in educational sessions and webinars to learn about the program, and
how to best utilize the PSO.

e Submit adverse event, near miss and unsafe condition information to the PSO
in good faith. Recommendation is to have more than one individual with
secure access to the PSO platform and responsibility to review information
prior to PSO submission.

e Explore and take advantage of opportunities to improve the safety culture; thereby
improving reporting to the PSO. This may include performing a safety culture
assessment and/or participating in culture-related education and training
opportunities.

e Offer input and suggestions as requested by CPS EMS-related committees and
activities.

e Utilize CPS-provided resources to adhere to provisions of the Patient Safety and
Quality Improvement Act and its final regulations pertaining to participation with a
PSO, establishing a Patient Safety Evaluation System and maintaining confidentiality
of Patient Safety Work Product.

CENTER FOR PATIENT SAFETY PARTICIPANT
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EXHIBIT 4
HIPAA BUSINESS ASSOCIATE AGREEMENT

This HIPAA Business Associate Agreement (“BAA”) entered into this 28th day of March
2016, between the Center for Patient Safety (“CPS”), and City of Gladstone-Fire/EMS,
supplements and is made a part of the Participant Agreement.

WHEREAS, Participant desires to protect the privacy and security of Protected Health
Information (“PHI”) Used or Disclosed by CPS in compliance with the Health Insurance
Portability and Accountability of 1996 (“HIPAA”) and regulations promulgated thereunder by
the U.S. Department of Health and Human Services (45 CFR Parts 160 and 164), as amended by
the American Recovery and Reinvestment Act of 2009, Title XIl “Health Information Technology
for Economic and Clinical Health Act” (“HITECH”). The purpose of this BAA is to satisfy certain
standards and requirements of HIPAA (hereinafter “HIPAA Rules”) as they may be amended
from time to time.

WHEREAS, Participant and CPS have entered into a Participant Agreement under which
Participant will voluntarily submit certain information to CPS and CPS will utilize the
information to perform patient safety activities (“Services”) which involve the Use or Disclosure
of PHI in the course of such services under this Participant Agreement.

In consideration of these mutual promises made below and the exchange of information
under this BAA, the Parties agree as follows:

A. DEFINITIONS

In addition to the terms already defined in the Participant Agreement and this BAA,
terms capitalized in this BAA shall have the same meaning as those terms defined in the HIPAA
Rules unless the context requires otherwise. Any reference to PHI includes electronic PHI to the
extent practicable.

1. “Breach.” As used in Section B.3 herein, the term “Breach” shall have the same
meaning as the term “breach” in 45 CFR §164.402.

2. “Business Associate.” As used herein, the term “Business Associate” shall mean
CPS.

3. “Covered Entity.” As used herein, the term “Covered Entity” shall mean
Participant.

4, “Individual” shall have the same meaning as the term “individual” in 45 CFR

§ 160.103 and shall include a person who qualifies as a personal representative in accordance
with 45 CFR § 164.502(g).

7708-77099E4 JAN2016 | 1



CENTER FOR PATIENT SAFETY

5. “Required By Law” shall have the same meaning as the term “required by law” in
45 CFR § 164.103.
6. “Secretary” shall mean the Secretary of the Department of Health and Human

Services or his or her designee.

7. “Unsecured Protected Health Information.” As used herein, the term “Unsecured
Protected Health Information” or “Unsecured PHI” shall have the same meaning as the term
“unsecured protected health information” in 45 CFR §164.402.

B. RESPONSIBILITIES OF CPS

1. Uses and Disclosures

CPS agrees not to Use and/or Disclose PHI received from Participant or created or
received by CPS on behalf of Participant other than to perform the Services as permitted or
required under the Participant Agreement or as Required by Law.

2. Safeguards

CPS agrees to use appropriate administrative, technical and physical safeguards to
protect the confidentiality, integrity and availability of PHI it creates, receives, maintains or
transmits on behaif of Participant as required by the HIPAA Rules and to prevent any Use or
Disclosure of Participant’s PHI other than as permitted or required by the Participant
Agreement or this BAA. By no later than February 17, 2010, CPS further agrees to implement
policies and procedures to prevent, detect, contain and correct security violations related to
PHI, and to comply with the following provisions of the HIPAA Security Rule: 45 CFR § 164.308
(administrative safeguards); §164.310 (physical safeguards); §164.312 (technical safeguards);
and §164.316 (policies and procedures and documentation requirements).

3. Notification

CPS agrees to notify Participant of any Use or Disclosure of PHI not provided for by this
BAA, within ten (10) days of CPS’ discovery of such Use or Disclosure, and to take reasonable
steps to mitigate to the extent practicable any harmful effect of a breach of confidentiality or
security in violation of this BAA.

a. In addition, in order to enable compliance with the breach notification
requirements of HITECH, found at 45 CFR Part 164, Subpart D of the HIPAA Rules, CPS shall,
following the discovery of a Breach of Unsecured PHI, notify Participant within ten (10) business
days of discovery of such Breach. CPS agrees to exercise reasonable diligence to discover
Breaches of Unsecured PHI. Such notice shall include the identification of each individual whose
Unsecured PHI has been, or is reasonably believed by CPS to have been, accessed, acquired, or
disclosed during such Breach, along with any other available information which Participant is
required to include in notification to the individual under 45 CFR §164.404(c).

b. If CPS does not possess the identity of all such individuals within ten (10)
business days of discovery of the Breach, CPS shall notify Participant with such information as is
available by that deadline and supplement immediately as additional information becomes
available.
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4. Agents and Subcontractors

CPS agrees to ensure that any agent, including subcontractors to whom it provides PHI
received from or created or received by CPS on behalf of Participant agrees to the same
restrictions and confidentiality that apply to CPS with respect to such information.

5. Regulatory Compliance

CPS agrees to make its internal practices, books and records, including policies and
procedures, relating to the Use and Disclosure of PHI received from or created or received by
CPS on behalf of Participant available to Participant or the Secretary in a time and manner
designated by Participant or Secretary for the purpose of the Secretary determining
Participant’s compliance with the HIPAA Rules.

C. PERMITTED USES AND DISCLOSURES OF PHI BY CPS
1. CPS Services

CPS may use or disclose PHI for the purpose of providing the Services described in the
Participant Agreement.

2. Data Aggregation

CPS may use PHI to perform Data Aggregation services to Participant, as defined by 45
CFR § 164.501.

3. CPS Management and Administration

CPS may use PHI for the proper management and administration of CPS or to carry out
CPS’ own legal responsibilities.

4, Disclosures for CPS’ Management and Administration

CPS may disclose PHI for the proper management and administration of CPS, provided:
a. The disclosure is Required by Law; or

b. CPS obtains reasonable assurances from the person or entity to whom
the information is Disclosed that it will be held confidentially and Used or further Disclosed only
as Required by Law or for the purpose for which it was Disclosed to the person or entity, and
the person or entity notifies CPS of any instances of which it is aware in which the
confidentiality of the information has been breached.

5. Uses for Reporting Purposes

CPS may Use PHI to report violations of law to appropriate federal and state authorities,
consistent with the HIPAA Rules.

D. RESPONSIBILITIES OF PARTICIPANT
1. Notice to CPS

Participant agrees to notify CPS of any limitations in its Notice of Privacy Practices to the
extent that such limitations affect CPS Use and Disclosure of PHI.

2. Impermissible Request by Participant
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Except as otherwise provided in this BAA, Participant will not request CPS to Use or
Disclose PHI in any manner that would not be permissible under the HIPAA Rules if done by
Participant.

E. TERM AND TERMINATION
1. Term

The Term of this BAA shall be effective as of the Effective Date of the Participant
Agreement and shall terminate when all of the PHI provided by Participant to CPS, or created or
received by CPS on behalf of Participant, is destroyed or returned to Participant, or if it is
infeasible to return or destroy PHI, protections are extended to such information in accordance
with termination provisions in this section.

2. Termination for Cause

Upon either Party’s knowledge of a material breach of this BAA by the other, the Parties

shall either:
a. Provide an opportunity to the breaching Party to cure the breach or end
the violation within 30 days after written notice by the non-breaching Party; or
b. Immediately terminate this BAA if a material term has been breached and
cure is not possible and report the violation to the Secretary.
3. Effect of Termination
a. Unless otherwise agreed by the Parties in writing, upon termination of

this BAA for any reason, CPS shall return or destroy all PHI received from Participant or created
or received by CPS on behalf of Participant. This provision shall apply to PHI that is in the
possession of subcontractors or agents of CPS.

b. In the event that the Parties agree in writing that returning or destroying
the PHI is infeasible, CPS shall extend the protections of this BAA to such PHI and limit further
Uses and Disclosures of such PHI to those purposes that make the return or destruction
infeasible, for so long as CPS maintains such PHI.

F. MISCELLANEOUS

1. Regulatory References

A reference in this BAA to a section in the HIPAA Rules means the section as in effect or
as amended and for which compliance is required.

2. Amendment

The Parties agree to take such action as is necessary to amend this BAA from
time to time as is necessary to comply with the requirements of the HIPAA Rules as may be
amended.

3. Survival
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The respective rights and obligations of CPS under Section E (3) of this BAA shall survive
the termination of this BAA.

4, Interpretation

Any ambiguity in this BAA shall be resolved in favor of permitting the Parties to comply
with the HIPAA Rules as may be amended.

5. Governing Law.

This BAA and the rights and obligations of the Parties hereunder shall in all respects be
governed by, and construed in accordance with, the laws of the State of Missouri including all
matters of construction, validity and performance.

The Parties have caused this Business Associate Agreement to be duly executed in their
respective names as of the date first above written.

CENTER FOR PATIENT SAFETY PARTICIPANT
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